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Introduction 
Modern automobiles consist of a number of different computer components, called Electronic Control 

Units (ECUs).  Each automobile contains from 20-100 of these devices, with each ECU being responsible 

for one or more particular features of the vehicle.  For example, there is an ECU for seatbelt tightening, 

one for monitoring the steering wheel angle, one to measure if a passenger is in the car, one to control 

the ABS system, and so on.  These ECUs need to pass data to one another so they can make decisions on 

how to act.  For example, an ECU may act differently depending on if the car is in drive or reverse or 

whether it is moving or stationary.   

Some ECUs also communicate with the outside world as well as the internal vehicle network. These 

ECUs pose the biggest risk to the manufacturer, passenger, and vehicle. The options available to 

attackers will be influenced by the different remote endpoints offered, the topology of the vehicular 

network, as well as safety features programmed into the various ECUs under consideration. This paper 

attempts to analyze numerous automobiles varying in production year to show how remote attack 

surfaces have evolved with time and to try to quantify the difficulty of a remote attack for a variety of 

different automobiles.  This analysis will include how large the remote attack surface is, how segmented 

the ECUs which have physical control of the automobile are from those accepting external input, and 

the features present in the automobile which allow computers to physically control it.  Additionally, this 

paper recommends defensive strategies including an IDS-type system to detect and prevent these types 

of attacks.  

Anatomy of a Remote Attack 
Safety critical attacks against modern automobiles generally require three stages.  The first stage 

consists of an attacker remotely gaining access to an internal automotive network.  This will allow the 

attacker to inject messages into the cars networks, directly or indirectly controlling the desired ECU.  

You can imagine such an attack occurring by sending some kind of wireless signal and compromising a 

listening ECU, subsequently injecting code. Researchers from the University of Washington and the 

University California San Diego were able to get remote code execution on a telematics unit of a vehicle 

by exploiting a vulnerability in the Bluetooth stack of an ECU and separately compromising a cellular 

modem [3].  Depending on the desires of the attacker, this might be the end of the attack, for example 

the compromised ECU may control a microphone used to eavesdrop on the vehicle.   

Cyber physical attacks (attacks that result in physical control of various aspects of the automobile), on 

the other hand, will require interaction with other ECUs.  It is difficult to measure how susceptible a 

particular vehicle is to remote attacks since it depends on the presence (or absence) of vulnerabilities.  

What we can measure (and do measure in this paper) is the attack surface of each vehicle and use this 

information as a proxy to estimate susceptibility to the first stage of remote attack. 

The compromised ECU mentioned in the first stage typically cannot directly control safety critical 

features of a vehicle.  This ECUs job is typically only related to receiving and processing radio signals.  

Therefore, a cyber physical attack usually requires a second step which involves injecting messages onto 

the internal automotive network in an attempt to communicate with safety critical ECUs, such as those 

responsible for steering, braking, and acceleration.   



In some vehicles, this may be trivial, but in many designs, the ECU which was compromised remotely will 

not be able to directly send messages to these safety critical ECUs.  In this case, the attacker will have to 

somehow get messages bridged from the network of compromised ECU to the network where the 

target ECU lives.   

This might require tricking the gateway ECU or compromising it outright.  The academic researchers 

mentioned above demonstrated a way to compromise the bridge ECU in their vehicle to get from the 

less privileged CAN network to the one containing the ECU in charge of braking.  In this paper we discuss 

the various architectures of different vehicles and examine the effect these topologies may have on a 

remote attack. 

After the attacker has wirelessly compromised an ECU and acquired the ability to send messages to a 

desired target ECU, the attacker may communicate with safety critical ECUs.  The final step is to make 

the target ECU behave in some way that compromises vehicle safety.  This involves reverse engineering 

the messages on the network and figuring out the exact format to perform some physical action.  Since 

each manufacturer (and perhaps each model and even each year) use different data in the messages on 

the bus, the message reverse engineering process requires a large amount of work and will be 

manufacturer specificΦ  CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ƳŜǎǎŀƎŜǎ ǘƻ ƭƻŎƪ ǘƘŜ ōǊŀƪŜǎ ƻƴ ƻƴŜ ƳŀƴǳŦŀŎǘǳǊŜǊΩǎ ǾŜƘƛŎƭŜ 

ƭƛƪŜƭȅ ǿƻƴΩǘ ǿƻǊƪ ƻƴ a vehicle from a different manufacturer.   

Additionally, some ECUs will only listen to certain messages and may have safety features built into 

them, such as not responding to certain messages while the vehicle is in motion.  This third stage was 

the focus of our previous research efforts [9].  In general, it is tough to know without a detailed 

investigation whether it is possible to affect cyber physical features though message injection since it 

essentially relies on the implementation of the ECUs.  In this document, we again take an approach 

similar to measuring remote attack surface.   

For each vehicle, we list the computer-controlled features of the vehicle.  For example, while it is 

possible to adversely affect ECUs sometimes using vulnerabilities (see how the braking on a Ford was 

manipulated in [9] or how the braking was manipulated in the Chevy in [3]), it is even easier when 

controlling braking is a feature of the automobile.  In the Toyota Prius in [9], the collision prevention 

system was designed to stop the vehicle when certain CAN messages were receivedΦ  ¢Ƙƛǎ ŘƛŘƴΩǘ ǊŜǉǳƛǊŜ 

a vulnerability, but was a safety feature.  So while all vehicles may (or may) not be vulnerable to safety 

critical actions through CAN message injection, we assume those with advanced computer controlled 

features are more susceptible since they are designed to take physical actions based on messages 

received on the internal network. 

  



This paper 
.ȅ ƭƻƻƪƛƴƎ ŀǘ ŜŀŎƘ ŎŀǊΩǎ ǊŜƳƻǘŜ ŀǘǘŀŎƪ ǎǳǊŦŀŎŜΣ ƛƴǘŜǊƴŀƭ ƴŜǘǿƻǊƪ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ŀƴŘ ŎƻƳǇǳǘŜǊ ŎƻƴǘǊƻƭƭŜŘ 

features we are able to draw some conclusions about the suitability of the vehicle to remote attack.  

¢Ƙƛǎ ŘƻŜǎƴΩǘ ƳŜŀƴ ǘƘŀǘ ǘƘŜ Ƴƻǎǘ ǎǳǎŎŜǇǘƛōƭŜ ƭƻƻƪƛƴƎ ƛǎƴΩǘ ƛƴ ŦŀŎǘ ǉǳƛǘŜ ǎŜŎǳǊŜ όƛΦŜΦ ŎƻŘŜŘ ǾŜǊȅ ǎŜŎǳǊŜƭȅύ 

ƻǊ ǘƘŀǘ ǘƘŜ Ƴƻǎǘ ǎŜŎǳǊŜ ƭƻƻƪƛƴƎ ƛǎƴΩǘ ƛƴ ŦŀŎǘ ǘǊƛǾƛŀƭƭȅ ŜȄǇƭƻƛǘŀōƭŜΣ ōǳǘ ƛǘ ŘƻŜǎ ǇǊƻǾƛŘŜ ǎƻƳŜ ƻōƧŜŎǘƛǾŜ 

measure of the security of a large number of vehicles that ǿƻǳƭŘƴΩǘ ōŜ ǇƻǎǎƛōƭŜ ǘƻ ŜȄŀƳƛƴŜ ƛƴ ŘŜǘŀƛƭ 

without a massive effort.  It also provides an outline on how to design and construct secure vehicles, 

namely in making each of these three stages of exploitation as difficult as possible.   

The authors also discuss different strategies to securing vehicles from remote attack in a layered, attack 

resilient fashion.  In particular, it introduces a device that acts like a network intrusion detection and 

prevention device as well as discusses some early testing results. 

Lastly, to the authorsΩ knowledge, this is the first publicly available resource for automotive network 

architecture review. While network architecture review is commonplace in modern network/computer 

security, much of automobile topology has been shrouded in secrecy. 

Remote Attacks not related to Automotive Networks 
There are a number of remote attacks that have nothing to do with sending messages on automotive 

networks such as CAN, a large focus of this paper.  These mostly fall into two categories.  The first are 

attacks where the remotely attacked ECU is the final target of the attack.  For example, a remote attack 

against the telematics unit may allow the attacker to listen and record conversations in the vehicle.  If 

this is all the attacker wants, then the automotive network containing the telematics unit is likely to be 

irrelevant. 

The second type of attack is one that ŘƻŜǎƴΩǘ ŀŎǘǳŀƭƭȅ ƎŜǘ ǊŜƳƻǘŜ ŎƻŘŜ ŜȄŜŎǳǘƛƻƴΣ ōǳǘ ǎǘƛƭƭ ƛƳǇŀŎǘǎ ǘƘŜ 

physical behavior of the vehicle.  An example of this might include tricking the sensors of the vehicle.  

One could imagine sending radar signals that ƛƴǘŜǊŦŜǊŜ ǿƛǘƘ ŀ ŎŀǊΩǎ Ŏƻƭƭƛǎƛƻƴ ŘŜǘŜŎǘƛƻƴ ǎȅǎǘŜƳ ŀƴŘ ŎŀǳǎŜ 

it to think a collision is imminent, resulting in the brakes being engaged. 

These types of attacks are interesting but are not a focus of this paper. 

Author Notes 
Automobile technical information sites, much like the vehicles they describe, vary from manufacturer to 

manufacturer. We did our best to normalize the data, such as ECU listings, attack surface, and network 

topology, while attempting to preserve the terminology used by individual automakers.  This was not an 

easy task as just finding network topology information could take many hours (apparently the websites 

were not intuitive to us).  Sometimes older models did not even appear to have publicly available 

information online, hence the variance in make, model, and year of vehicles detailed in this paper.  

 

  



Remote Attack Surfaces of Automobiles 
This section outlines some common remote attack vectors for modern automobiles in order to 

understand where, on the automotive network, an attacker may first arrive.  While this discussion will 

be mostly general, for clarity we use examples from actual cars, usually a 2010 Ford Escape and 2010 

Toyota Prius, since we are intimately familiar with these vehicles from previous research.  

Passive Anti-Theft System (PATS) 
For many modern cars, there is a small chip in the ignition key that communicates with a sensor on the 
steering column.  For the Escape, this sensor is wired directly into the Instrument Cluster (IC) ECU.  
When the key is turned, the on-board computer sends out an RF signal that is picked up by the 
transponder in the key.  The transponder then returns a unique RF signal to the vehicle's computer, 
giving it confirmation to start and continue to run.  This all happens in less than a second.  If the on-
board computer does not receive the correct identification code, certain components such as the fuel 
pump and, on some, the starter will remain disabled. 
 

 
The instrument cluster (IC) for the 2010 Ford Escape 
 
 



 
The PATS sensor for the 2010 Ford Escape 
 
Range: ~10 centimeters. 
 
Analysis: It may be possible to create a denial of service attack that would cause the car not to start, 
even with the proper key inserted.  As far as remote attacks are concerned, this attack surface is very 
small.  The only data transferred (and processed by the software on the IC) is the identification code and 
the underlying RF signal.  It is hard to imagine an exploitable vulnerability in this code, and even if there 
was, you would have to be very close to the sensor, as it is intentionally designed to only pick up nearby 
signals. The authors believe the main exploitation vector would be for vehicle theft, not remote code 
execution.  
 

  



Tire Pressure Monitoring System (TPMS) 
Each tire has a pressure sensor that is constantly measuring the tire pressure and transmitting real time 
data to an ECU.  In the Escape, the receiving sensor is wired into the Smart Junction Box (SJB).  This radio 
signal is proprietary, but some research has been done in understanding the TPMS system for some 
vehicles and investigating their underlying security [1] [2].   
 

 
 
The SJB from the 2010 Ford Escape. 
 



 
The circuit board from within the SJB of the 2010 Ford Escape. 
 
The SJB contains a MAX1471A 315MHz/434MHz Low-Power, 3V/5V ASK/FSK Superheterodyne Receiver 
[5], see below, to receive the RF signals. 
 



 
A close-up of the RF chip located on the SJB. 
 
Range: ~1 meter. 
 
Analysis: It is certainly possible to perform some actions against the TPMS, such as causing the vehicle 
to think it is having a tire problem, or problem with the TPMS system.  Additionally, researchers have 
shown [2] that it is possible to actually crash and remotely brick the associated ECU in some cases.  
Regarding code execution possibilities, it seems the attack surface is rather small, but remote bricking 
indicates that data is being processed in an unsafe manner and so this might be possible. Additionally, 
many times the TPMS is not connected to the vehicle network, and is only responsible for illuminating a 
light on the instrument cluster.  
 

  



Remote Keyless Entry / Start (RKE)  
Key fobs contain a short-range radio transmitter that communicates with an ECU in the vehicle.  The 

radio transmitter sends encrypted data containing identifying information from which the ECU can 

determine if the key is valid and subsequently lock, unlock, and start the vehicle.  For example, in the 

Toyota Prius, the smart key sends a signal to a receiver, which in turn sends the information to the 

Smart Key ECU that is connected to the CAN and LIN buses.  

 
Smart Key Diagram ς 2010 Toyota Prius 



 
Smart Key ECU ς 2010 Toyota Prius 

Range: ~5-20 meters 

Analysis: Again, it may be possible to cause a denial of service that would not allow the car to be 

remotely locked/unlocked/started and in some cases it may be possible to unlock/start the car without 

the proper key fob.  With regards to remote code execution, the attack surface is quite small.  The Smart 

Key ECU must have some firmware to handle reading RF signals, encryption/decryption code, some logic 

to identify data from the key fob, and to be programmed for additional/replacement key fobs.  While 

this is a possible avenue of remote code execution, the attack surface is quite small.  

  



Bluetooth 
Most vehicles have the ability to sync a device over Bluetooth with the vehicle.  This represents a 
remote signal of some complexity processed by an ECU.  In the Escape, the Bluetooth is received and 
processed by the Ford SYNC computer - also known as the Accessory Protocol Interface Module (APIM).  
This allows the car to access the address book of the phone and make phone calls.  The car may also 
access and stream music and pictures from the phone.   
 

 
The APIM for the 2010 Ford Escape 
 
In order to pair a phone to the Escape, you have to press the phone button on the ACM, then add new 
phone.  The ACM displays a random 6 digit PIN number that needs to be entered on the phone.  The 
ACM even has a recorded voice instructing you what to do.  There does not appear to be a way to 
covertly add a Bluetooth device without user interaction, although an unsolicited pairing vulnerability is 
not out of the realm of possibility. 
 
  



Unlike the other signals up to now, the Bluetooth stack is quite large and represents a significant attack 
surface which has had vulnerabilities in the past [10].  There are generally two attack scenarios involving 
a Bluetooth stack. The first attack involves an un-paired phone.  This attack is the most dangerous as any 
attacker can reach this code.  The second method of exploitation occurs after pairing takes place, which 
is less of a threat as some user interaction is involved.  Previously, researchers have shown remote 
compromise of a vehicle through the Bluetooth interface [3].  Researchers from Codenomicon have 
identified many crashes in common Bluetooth receivers found in automobiles [7].   
 
Range: ~10 meters, possibly more depending on the protocol and antenna.   
 
Analysis: Right now the authors of this paper consider Bluetooth to be one of the biggest and most 

viable attack surfaces on the modern automobile, due to the complexity of the protocol and underlying 

data.  Additionally, Bluetooth has become ubiquitous within the automotive spectrum, giving attackers a 

very reliable entry point to test.  

  



Radio Data System 
The radio receives not only audio signals, but some other data as well.  In the Escape, the Audio Control 
Module (ACM) has many such remote inputs, such as GPS, AM/FM Radio, and Satellite radio.  These 
ǎƛƎƴŀƭǎ ŀǊŜ Ƴƻǎǘƭȅ ǎƛƳǇƭȅ ŎƻƴǾŜǊǘŜŘ ǘƻ ŀǳŘƛƻ ƻǳǘǇǳǘ ŀƴŘ ŘƻƴΩǘ ǊŜǇǊŜǎŜƴǘ ǎƛƎƴƛŦƛŎŀƴǘ ǇŀǊǎƛƴƎ ƻŦ ŘŀǘŀΣ 
which means they are likely to not contain exploitable vulnerabilities.  One possible exception is likely to 
be the Radio Data System data that is used to send data along with FM analogue signals (or the 
equivalent on satellite radio).  This is typically seen as radios will say the names of stations, the title of 
the song playing, etc.  Here, the data must be parsed and displayed, making room for a security 
vulnerability.  
 

 
The ACM for the 2010 Ford Escape 
 

Range: Theoretically miles, but more realistically around 100 meters 

Analysis: Although the end result is the same as Bluetooth, the likelihood of this attack occurring and 

being successful is much lower.  Therefore while you could have control of the ACM, ǿŜ ŘƻƴΩǘ ǇŜǊŎŜƛǾŜ 

the threat to be as great. 



Telematics / Cellular / Wi-Fi 
Many modern automobiles contain a cellular radio, which is used to connect to the vehicle to a cellular 

network, for example DaΩǎ OnStar.  It can also be used to retrieve data, such as traffic or weather 

information.  In some newer vehicles, it even serves as a remote Wi-Fi hotspot.  

¢ƘŜ ¢ƻȅƻǘŀ tǊƛǳǎ ŎŀƳŜ ǿƛǘƘ ǘƘŜ Ψ{ŀŦŜǘȅ /ƻƴƴŜŎǘΩ ŦŜŀǘǳǊŜΣ ƳƻǊŜ ƎŜƴŜǊƛŎŀƭƭȅ ƪƴƻwn as a telematics 
system. The Safety Connect systems permit for emergency calling, stolen vehicle tracking, and roadside 
assistance via audio and data communications between the call center and the vehicle.  
 

 


























































































































































